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The Problem:

Digital images can be easily forged using simple software. This reduces the reliability of digital
Images — leading to the necessity of image authentication.

Previous Solutions:

\Watermarking: additional information is encoded into
the image.

The Goal:

Statistics: Use only the image itself. Extract
Detect forgery using no additional data except for the tested image.

feature vectors to distinguish forged from real images.

Lateral Chromatic Aberration (LCA): red, green and
blue wavelengths are not focused by the lens at the
same point in the image plane.

LCA Based Solution:

In the study presented in [7], the extraction-contraction
characteristic of the LCA is assumed. A brute force algo-
rithm is used to determine the scaling origin and scaling

factor between the color channels. Purple Blooming Aberration (PBA): the camera’s CCD

| sensor interacts with the lens and produces additional
aberrations including the PBA, which appears as a blue-
purple halo near the edges of objects in the image.

Image regions inconsistent with the globally estimated
parameters are suspected as forgery.
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AlgO rithm- RES UltS' Insertion detection: Crop detection: A comparative example
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algorithm’s error rate
over a set of 45 JPEG
compressed images,
using various cameras,
shows a significant
Improvement compared
to [7], mainly due to its
2- Determine PBA generic nature.
direction in each region.

1- Identify edges with
PBA and assign a reliabil-
ity measure according

to aberration strength,
edge contrast and dis-
tance from the geomet-
ric center of the image.

3- From the collection of
PBA directions calculate
the center of the image.

4- Find regions

Inconsistent with the
geometric center and - 1TH
mark them as suspected : -

to be forged. - @ I
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