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Abstract
With the wide spread of biomet-
ric identification systems, establishing
the authenticity of biometric data has
emerged as an important issue. This
work presents a watermarking tech-
nique which can hide fingerprint in-
formation in face image without any
noticeable damage to image. Thus, the
reliability of identification results in-
creases and if for any reason one bio-
metric feature fails the other one can
be used. The method is also robust to
blurring, rotation, JEPG compression
and cropping attacks.

Introduction
ICAO standard has chosen finger-
prints, face and iris as the biomet-
rics used for travel documents [1].
A method of information hiding for
purpose of identification is designed
which employs fusion of Fingerprint
and facial image. To make the prac-
tice more applicable, biometrics data
follow the ICAO standards. Because
of large data for watermarking and
facial picture being small and gray
image; the usual watermarking tech-
niques don’t yield acceptable results.

Conclusion
The watermarking method is ampli-
tude modulation-based, can change
40% of host image pixels without any
effect on image and is proven flexible
under possible damages to face image.
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Result
The watermarked image of a real sub-
ject face containing 20 minutiae ex-
tracted from his fingerprint image:

PSNR= 46.24, considering that the im-
ages with PSNR > 40 are said to be in-
distinguishable from their original [3],
the visual quality of image is good.

Robustness under attacks
The watermarked face image was subjected to 5 different attacks. Due to the use
of three components (row, column and orientation) for each minutia, and by us-
ing nine bits for each component, a total of 20× 3× 9 = 540 bits was store in face
image with size 300× 365 (See Result section).
The image was then subjected to attracts such as rotation, blurring, JPEG com-
pression, cropping and mixed with a mark. In each case number of minutiae ex-
tracted correctly in various degrees of attack was measured. Moreover, image was
printed on a normal paper and then scanned with different scanners and different
dpi. This experiment was to investigate whether is possible to extract minutiae
when face image is printed on a ID card and the digital copy is not at hand.

Some of the results are shown in the above images. Under all these attacks water-
mark image showed acceptable robustness. Obviously by increasing the degree of
attacks the number of correctly extracted minutiae decreased. However, method
robustness can be improved by simply embedding the minutiae in host image
more then once. Extracting minutiae from printed image was possible with accu-
racy up to 99.4 %. The printers and scanners used was normal devices used for
ordinary images. This shows great potential of method in this area.

Method and Formula
The general block diagram of data hid-
ing architecture is described below:

The (i,j)th pixel of face image is
changed by extension of the blue chan-
nel watermarking method of [2]:
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